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ABSTRACT

We presentSTA (SymbolicTraceAnalyze}, atool for the analysis
of securityprotocols.STA relieson symbolictechniqueshatavoid
explicit constructionof the whole, possiblyinfinite, state-spacef
protocols. This resultsin accurateprotocol modeling, increased
efficieny andmoredirectformalization,whencomparedo finite-
statetechniques.We illustrate the use of STA by analyzingtwo
well-known protocols,asymmetricNeedhamSchroedeland Ker-
beros. We discussthe resultsof this analysis,and contrastthem
with previouswork basedn finite-statemodelchecking.

1. INTRODUCTION

In recentyears,formal methodshave proven usefulto analyze
securityprotocols oftenrevealingpreviously unknavn attacks.

Oneof themostsuccessfuhpproaches basedn modelcheck-
ing [14, 16, 17]. Within a model checler, both the honestpar
ticipants and the adwersaryare modeledas communicatingpro-
cessesgescribedn someappropriatdanguagesuchasCSR and
the whole systemis just the parallelcompositionof all thesepro-
cessesA finite-stateoperationalimodelfor this systemis thenex-
plicitly generate@ndexplored,to checkwhetherary insecurestate
canever bereachedPropertiedik e secreg andauthenticatiorcan
be analyzedn this way. In orderto keepthe modelfinite anduse
standardnodelchecking two simplifying requirementareneces-
sary: (a) thereis afixed numberof participantsand, (b) thereis a
boundon the numberof possiblemessagethe adwersarycangen-
erateat ary moment. Discardingone of thesetwo requirements
leadsto infinite models. Moreover, the chosenboundshave to be
very tight to avoid state-e&plosion. In general,while it is knovn
thatdiscardingrequiremen{a) leadsto undecidabilityof protocol
analysis,even undervery mild hypothesegseee.g.[8]), it is not
clearto whatextentrequiremen{b) canberelaxed, while preserv-
ing decidabilityandeffectiveness.

In thispaperwepresenSTA (SymbolicTraceAnalyze), anML-
basedool for theanalysisof securityprotocols.Whatdistinguishes
STA from finite-statemodelcheclersis its useof symbolictech-
niquesthatavoid explicit constructionof the whole state-spacef
theprotocol. Thisresultsin:

e More accurateprotocol models. In particular while keep-
ing requirement{a), we discardrequirementb). Thewhole,
possiblyinfinite, protocolmodelcanbe searchedor attacks.

e Increasedefficiengy, both in termsof memory occupation
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and executiontime. In particulay state-&plosion induced
by messagexchangebetweerparticipantss avoided.

e More straightforvard protocol formalization. In particu-
lar, thereis no needfor carefully craftedmessageypesor
boundsandno explicit descriptionof the adwersarymustbe
provided.

ThetheoryunderlyingSTA is developedandexplainedin full de-
tail in [4, 5]. In the presenpaperwe mainly intendto illustratethe
useof STA andthesignificanceof theabove listedfeaturesn prac-
tice. To do so, we analyzetwo well-knowvn protocols: the asym-
metric Needham-Schroed@rotocol[18] anda simplified version
of Kerberogq12]. Examiningtheseprotocolsgivesus a chanceof

explaining the STA's model and specificationmethod,comment-
ing on the resultsof the analysisand contrastingthemwith those
obtainedusingfinite-statemodelcheclers.

The restof the paperis organizedasfollows. In Section2, we
explain the modelunderlyingSTA. The syntaxof STA's specifica-
tions is briefly outlinedin Section3. In Sections4 and5 we re-
portourresultsof the STA analysisof theNeedham-Schroedand
Kerberogrotocols.Section6 containsa discussioron STA’'s main
featurescontrastedwith finite-statemodel-checkrs. A few con-
cluding remarksanda comparisorwith relatedwork on symbolic
analysisaregivenin Section?.

2. OVERVIEW OF THE MODEL

Akin to mary others(e.g., [14, 17, 16]), our formal modelis
closein spirit to the Dolev-Yaomodelof securityprotocolg[7]. In-
formally, agentsexecutingthe protocol are viewed as concurrent
processethatcommunicatéhroughaninsecurenetwork. It is as-
sumedthatan adwersaryhastotal control over the network. Send-
ing a messageéust meanshandingthe messageo the adwersary;
corversely receving amessaggust meansacceptingary message
amongthosethe adwersarycanproduce.The adwersaryrecordsall
messageshat transit over the network, and can producea mes-
sageby eitherreplayinganold one,or by combiningold messages
(e.g. by pairing, encryptionand decryption)and/orby generating
freshquantities Both thehonestagentsandthe adwersaryobey the
rulesof perfectencryption(by which, e.g., secretkeys cannotbe
guessedsee [1]).

2.1 Configurations and transition relation

As noted,a protocolis modeledasa systemof concurrentpro-
cessesA stateof the systemis a pair (s, P), calledconfiguation.
Here,the trace s is a sequencef /O events(actiong, andrep-
resentghe currentadwersarys knowledge;P is aprocesgerm,de-
scribingtheintendedbehaior of honesparticipants Thelanguage



(INP) (s, a(x).P) — (s-a(M), PIM/x]) s+ M, M closed

(OuT) (s, a(M).P) — (s-a(M), P)

(CASE) (s, case{M}nof {y}lninP) — (s, PMp))
(SELECT) (s, pair (M,N)of (x,y)inP) —s (s, P[M/x, NA])
(MATCH) (s, [M=M]P) — (s, P)

(Par (s P) — (s, P)

(s P|Q — (s, P'|Q)
plussymmetricversionof (PAR).

Table 1: Transition relation (—)

usedfor procesglescriptionis adialectof thespi-calculug1]. The
setof all configurationss denotedby C. Thedynamicsof configu-
rationsis givenby atransitionrelation — C C x C, thatdescribes
elementarystepsof computations.In Table1 we reportthe oper
ationalsemanticdor the caseof shared-ky encryption. Rulesfor
theothercryptographigrimitivescanbeeasilyadded Rules(INP)
and(OuT) concernsendingandreceving messagegespectiely.
In theserules,a representauserdefinedabel. Labelsareattached
to 1/0 actionsfor easeof referenceandareusefulwhenspecifying
protocolpropertiesaswe shallseebelon. Sincesendingamessage
justmeanshandingthemessagéo theadersaryin rule (OuT), af-
ter anoutputactiona(M) is fired by a processit is recordedn the
adwersarys currentknowvledges. Corversely receving a message
just meansacceptingary messag@amongthosethe adwersarycan
produce. Therefore,in rule (INP) the variablex canbe replaced
by ary messageM (this is the meaningof [M/x]), nondeterminis-
tically chosenamongthosethe adwersarycan synthesizerom its
currentknowvledges. The synthesisof a messagévl from a setof
knowvn messageS is formalizedby a deductionrelation . Here
is asampleof deductiorrulesdefiningt (see[4]):

MesS

SFM  Skk S{M} Skk

Sk M St {M} Sk M

Basically thefull knowledgeof theadwersaryconsistof themes-
sagesexchangedover the network plus anything that can be ob-
tainedby pairing, projection,encryptionand decryptionof known
messagegrovidedtheright key is itself partof the knowledge.

The otheroperationalulesin Table1 governhow a processle-
cryptsamessagécase M of {y}n inA), compareswo messagefor
equality([M = NJA), splitsa pair (pair (M, N)of (x,y)in A) andin-
terleaved executionof parallelthreadgA|| B).

It is worthwhile to point out thatthereis no needfor an explicit
descriptionof the adwersarys behaior, asthe latteris wholly de-
terminedby its currentknownledge— the s in (s,P) — and by the
deductionrelation . Thisis somehw in contrastwith otherpro-
posalg[14, 17], wherethe adwersarymustbe explicitly described.

2.2 Properties

Given a configuration(s, P) anda traces, we saythat (s, P)
geneatess if (s, Py —* (s, P') for someP’ (—* isthereflex-
ive andtransitive closureof — , i.e. zeroor morestepsof —).
We expresspropertieof the protocolin termsof thetracesit gen-
erates.In particular we focuson correspondencassertion®f the
kind

for every generatedrace, if action 8 occursin the

trace thenactiona musthave occurredat someprevi-
ouspointin thetrace

thatis conciselywritten asa < 3. More accuratelywe allow o
andf to containfree variables that may be instantiatedo ground
values.Thusa < B actuallymeanghateveryinstanceof f mustbe
precededy the correspondindnstanceof a, for every generated
trace. We write (s, P) = a «+ B if the configuration(s, P) satis-
fiesthis requirement.This kind of assertionss flexible enoughto
expressnterestingsecreg andauthenticatiomproperties As anex-
ample,thefinal stepof mary key-establishmenprotocolsconsists
in A's sendinga messagef theform {N}x to B, whereN is some
authenticationinformation, and K the newly establisheckey. A
typical propertyonewantsto verify is thatary messagencrypted
with K thatis acceptedy B atthefinal stepshouldactuallyorigi-
natefrom A (this ensures3 heis really talking to A, andthatK is
authentic) If wecallfinal 5 andfinalg thelabelsattachedo A’'sand
B’sfinal action,respectiely, thenthe propertymight be expressed
by finala({X}k) < finalg({X}k ), for x avariable. In practiceall
forms of authenticatiorin Lowe'’s hierarchy[15] are capturedby
the schemen «+— 3, exceptthe mostdemandingonethat requires
one-to-onebijection betweena’s and 3's. However, our scheme
canbe easilyadjustedo includethis strongerform.

The schemealsopermitsexpressingsecreg, in the style of [2].
To this purposejt is corvenientto fix a conventional‘absurd’ ac-
tion L thatis novhereusedin agentexpressions. Thus the for-
mula L + a expresseghat no instanceof actiona shouldever
take place. The fact that a protocol P doesnot leak a sensible
datumd can be expressedalso by sayingthat the adversarywill
never be capableof synthesizingl. This canbeformalizedby con-
sideringan extendedprotocolthat alsoincludesa ‘guardian’ that
canatary time pick up onemessagérom the network, P | g(x). 0,
andthenrequiringthatthis guardianwill never receve d, thatis:
(g, P|lg(x).0) = L < g(d), wheree is theemptytrace.

2.3 Symbolicexecution

Whensynthesizingnev messageshe adwersarycanapply op-
erationslik e pairing, encryptiongeneratiorof freshnamesan ar-
bitrary numberof times. Thusthe setof messagethe adwersary
cansynthesizeat ary time is actuallyinfinite. Any suchmessage
canbe non-deterministicallychosenby the adwersaryand sentto
a participantwilling to receve it, thereforeevery modelbasedon
Dolev andYao's is in principle infinite. Our modelmakesno ex-
ception:in rule (INP) thesetof M s.t. s+ M is alwaysinfinite, and
this makesthe modelinfinitely-branching.This canberegardedas
a stateexplosionprobleminducedby messagexchange.

To overcome this problem, STA implementsa verification
methodbasedon a notionof symbolicexecution.A new transition
relation (written —_, belaw) is introducedin orderto condense
theinfinitely mary transitionsthatarisefrom aninput action(rule
(INP) in Table 1) into a single, symbolictransition. The received
messagés now representedimply by a free variable,whosepos-
sible valuesare gradually constrainedas the executionproceeds.
Technically a constrainttakes the form of mostgeneal unifier
(mgu), i.e., the mostgeneralsubstitutionthat makes two expres-
sionsequal. The setof tracesgeneratedisingthe symbolictransi-
tion relationconstituteghe symbolicmodelof the protocol. Differ-
ently from the standardnodelgivenby —, the symbolicmodel
is finite, becauseachinput actionjust givesrise to onesymbolic
transitionandagentscannotoop.

Therulesof the symbolictransitionrelation — arereported
in [4, 5]. For aflavor of how symbolicexecutionworks, let uscon-
sideranexamplefocusingon shared-ky encryption.Supposéhat
agentP, afterreceving amessageriesdecryptionof thismessage




usingkey k; if this succeedsindy is the result, the agentchecks
whethery equalsb and, if so, proceeddike P'. This is written

asP d:e'(a(x). casexof {y}xin[y=b]|P’, for y fresh. Let us explain
how the symbolicexecutionproceedsstartingfrom theinitial con-
figuration (€, P). After thefirst input step,in the secondstepthe
decryptioncasexof {y}xin - - is resohed by unifying x and{y},
whichresultsin thesubstitution{{Y}x/x]. In thethird step theequal-
ity test[y = b] is in turn resohed by unifying y andb, thatresults
in [0/]. Formally,
(e, P) —, (a(x), casexof {y}kin[y=b]P')

— (al{yh), ly = bP'[V)

— (a{{bh), PIOA)).
In [4, 5] the methodbasedon symbolicexecutionis praven sound
andcomplete,in the sensethat every attackdetectedn the sym-
bolic model(relation — ) correspond$o someattackin the stan-
dard model (relation —), and vice-versa. In other words, the
symbolic model capturesall and only the attacksof the standard
model. For instance the methoddetectstype-dependenattacks,
which usually escapdinite-stateanalysis. In this kind of attacks,
the adwersarycheatson the type of somemessagese.g. by in-
sertinga noncewherea key is expectedaccordingto the protocol
description.

3. STA SPECIFICATIONS

Protocolspecificationin STA follows closelythe syntaxandse-
manticsof the formal model,with a few minor differences.Con-
cerningcryptographimperationsshared-ky encryptionof X with
K is written {X}K. Asymmetricencryptionis written (X) “+K. Here,
+K istheencryptiorkey; thecorrespondinglecryptionkey is writ-
ten-K. Asymmetricencryptioncanbe usedto modelboth public-
key cryptography(if +X is publicand-K is keptprivate)anddigital
signature(if +K is kept privateand -K is public). Hashingof X is
written asH(X) . For processyntax,we have:

e outputactionsarewrittenasa!M;

e input actionsare written asa?M. Here,M can be a generic
messageattern,with variables. This meansinput of ary
ad\ersary-generatethessagevhoseform matchesip M.

e sequencin®f actionsis written >>;

o testingfor equalityof two messagel andN is written (M is
N). Operationally(M is N) >> P meansunify M andN, if
possible,andthenproceedike P, otherwisestop’. Testfor
syntacticequality of two messagess a specialcaseof this
operation.

e parallelcompositionof P andq is writtenP| | Q.

Thereareafew moreprocesoperationgnon-deterministichoice
andafacility for generatingreshnames)put thoselistedabore are
enoughto illustrateour approachConfigurationsarewritten as (L
@ P), wherelL is alist of input/outputactionswhich typically pro-
videsthe adwersarywith its initial knowvledge. Finally, properties
arewrittenlike A <-- B, with A andB beingactions.

It is worthwhile to notethat, in the formal model,aninput pat-
terncanberenderechsaninput actionfollowed by anappropriate
sequencef decryptionsand/orequalitytests.For example,recep-
tion of a pieceof informationencryptedwith +X (i.e., receptionof
arnything thatcanbe correctlydecryptedusingthe key -K) is writ-
tenin the formal modelasa(y).caseyof {x}_k inP. In STA, this
canbesimply writtenasa? (x) “+K >> P.

4. EXAMPLE: NEEDHAM-SCHR OEDER

We considerhere two versionsof the asymmetricNeedham-
Schroedeprotocol. Thefirst oneis a simplified version(the same
considereck.g. in [14, 17]), thatleavesout theinitial stepsneces-
saryto distribute the participants’public keys. The secondversion
considerghesestepstoo. The extendedversionis interestingbe-
causeit exhibits a type-dependentiaw (which was well-known,
though).

4.1 BasicNeedham-Schoeder

Below, we give theinformal descriptionof the protocol. A acts
asthe initiator and B asthe responder The notation{X}xy de-
notesencryptionof X with the public key of Y. As the protocol
begins, +KA and +KB areassumedo be alreadyknown by ary
participant.

1L A— B: {NAA} kB (NA freshnonce)
2. B— A: {NANB}ika (NB freshnonce)
3. A—B: {NB}iks

Thereis awell-known attackon this protocol(see[14]) in caseA
may alsorun the protocolwith a maliciousinsiderl, i.e. aprin-
cipal that hasdisclosedits keys to the adwersary In Table2 we
give thecompleteSTA scriptfor theabove versionof the protocol.
(By convention,nameshegin by a capitalletter, variablesbegin by
oneof lettersu, x, y, w or z; therestarelabels. The nameof each
variableis meantto remindits expectedvalue.) InA playstherole
of A andconsistsof two parallelthreadspnefor talking to B and
onefor talkingto |. In boththreadsInA sendsanoncechallenge
andthenexpectsa pair of encryptechoncesn responsethefirst of
whichmustbetheoneInA previouslyissued.Thethird stepof both
thesethreadsconsistsin sendingout the secondnonce,encrypted
with therespondes public key. InA usestwo differentnoncegNA
andN’ A) for its two threads.ReB playsa role someha specular
to InA’s first thread. The insider| is not explicitly describedpe-
causeits role is implicitly impersonatedy the adwersary which
knows I's keys. In otherwords,the behaior of | is subsumedy
the behaior of the adwersary Thus,the whole systemis the par
allel compositionof initiator andresponder(InA || ReB). The
initial configuration,NS, consistsof a list containingone action
plusthesystem.Thedisclose! actionsuppliesthe ernvironment
with theappropriaténitial knowledge:identitiesof theparticipants
(4,B,1I), public keys of A (+KA) andB (+KB), andthe ‘seed’KI to
synthesizéoththepublic (+KI) andtheprivate(-KI) key of I. The
propertyAuthAtoB meanshatany messagacceptedy B at step
3 shouldindeedoriginatefrom A, sinceA is supposedlythe only
initiator: thismeanghatB is really talking to A. AuthBtoA canbe
explainedsimilarly.
Whenrequiredto checkwhetherNS satisfiesAiuthAtoB, STA
finds a trace of NS, reportedbelow, that violates the property
AuthAtoB. The adwersary which interceptsall messagese-uses
thenoncel’ A (issuedby A wheninteractingwith I) whenimper
sonatingheroleof Atalkingto B. Then,theadwersaryinducesA to
decryptmessage&N’ A,NB) ~+KA, thusgettingNB (actionsa’2 and
a’3). This attackwasfound afterexamining26 symbolicconfigu-
rations,which took slightly morethanhalf a second(This andthe
following exampleswererun on a PCwith a 350 MHz Pentiumlll
and64Mb RAM.) The actualoutputof STA is givenbelow. Note
thatthe symbolicexecutioncausegNA to beinstantiatedo N’ A.
An attack was found:
disclose! (KI,+KA,+KB,A,B,I). a’1!(N’A,A) “+KI.
al! (NA,A)"+KB. b17(N’A,A) “+KB. b2!(N’A,NB) +KA.
a’2?7(N’A,NB) “+KA. a’3!(NB) “+KI. b37(NB) “+KB.

26 symbolic configurations reached.



(* Initiator and Responder *)
val InA = al!(NA,A)"+KB >> a2?(NA,xNB) "+KA >>
a3! (xNB) “+KB >> stop
[
a’1t (N’A,A)"+KI >> a’27(N’A,xNI) +KA >>
a’3! (xNI)“+KI >> stop;
val ReB = b1?7(yNA,A) “+KB >> b2!(yNA,NB) “+KA >>
b37(NB) “+KB >> stop;
(* The initial configuration *)
val NS = ( [ disclose!(KI,+KA,+KB,A,B,I) ]
@ (InA || ReB) ) ;
(¥ Prop.1: A is correctly authenticated to B *)
val AuthAtoB = ( a3!u <-- b37u);
(* Prop.2:
val AuthBtoA = ( b2!u <-- a2%u);

B is correctly authenticated to A *)

Table 2: STA script for NeedhamSchroeder protocol

After repairingthe flaw assuggestedn [14], i.e. by inserting
explicit identitiesinsideeachencryptednessageSTA findsno ad-
ditional attack,eitheron propertyAuthAtoB, or on AuthBtoA. In
both casesthe exploration reachedall the 60 configurationsthat
constitutethe completesymbolic state-spacef the protocol,and
thistook againslightly morethanhalf asecond We alsotried other
instance®f the protocol(seeTable4), withoutfinding ary attack.

4.2 A type flaw

We now consider a more accurate version of Needham-
Schroederin which both A andB alsocommunicatevith a trusted
sener Sto geta signedcertificateof the other party’s public key.
Below, Sgy (X) denotesX digitally signedby agenty.

1. A—S: B

2. S— A: Sgs(+KB,B)

3. A—B: {NAA}ksB (NA freshnonce)
4. B—S: A

5. S— B: Sgs(+KAA)

6. B— A: {NANB,B} ka (NB freshnonce)
7. A— B: {NB}iks

This exampleis interestingbecausét exhibits a type-dependent
flaw. This kind of flaws is normally not detectedusingtraditional
finite-statetechniquesunlessthe specificationis tailored towards
finding specific,hencea priori known bugs(see.e.g.,[6]).

We analyzewo parallelrunsof theprotocol: A actsasresponder
andasinitiator, respectiely, while B actsonly asresponder The
interactionof Swith A andB canbe interleaved. This versionof
the protocol canbe specifiedin STA by modifying the scriptsfor
the previousexample.E.qg.,the specificatiorof therespondeB is:

val ReB = b17(yNA,A) "+KB >> b2!A >>
b37(ypkA,A) “+SigS >> Db4! (yNA,NB,B) ~(ypkd) >>
b57(NB) “+KB >> stop;

Note that, in actionb3, ReB implicitly uses-SigS asa verifi-
cation key for messagesignedby S (the signingkey is +Sigs).
We asled STA to checkthe propertya5!u <-- b57u, beingas
the label of InA’s final action (whenactingasaninitiator). Such
propertyguaranteeshe initiator A is correctlyauthenticatedo B.
After searchindl6,275configurationsSTA foundatraceviolating
the property reportedbelow. In this trace,InA is involvedin two
parallelruns. In thefirst of theseruns,whereA actsastheinitiator,
theadwersarygetstheb4 messag€yNA,NB,B) “+KA. In thesecond
run, whereA actsastheresponderthe adwersaryreplaysthis mes-
sageto A (actiona’1). A interpretsthe pair (NB,B) asanagents

nameandsendst to the sener (a’2). Theadwersarycanthenin-
tercept(NB,B) andreply thenonceNB to thenoncechallenge(bs).
Notethatin thetracebelaw thevariableyNA canbeinstantiatedo
ary value.

disclose! (A,B,-SigS,+KA,+KB). al!B. b17(yNA,A) +KB.
b2!A.s’17A. s’2!(+KA,A)"+SigS. b37(+KA,A) "+SigS.
b4! (yNA,NB,B) “+KA. s17B. s2!(+KB,B) “+S5igS.
a’17(yNA,NB,B) “+KA. a’2!(NB,B). b57(NB) ~+KB

This attackcanbe preventedby simply changing{NA, A} 1 kg in
step3 of the protocolinto {NA, (id, A) } +ks, for id anarbitrarytag
indicatingits intendedype. Thistagavoidsary confusionbetween
messagem step3 and6 of differentruns.

5. EXAMPLE 2: KERBEROS

Kerberog12] is aprotocolbasedn shared-ky cryptographyfor
mutualauthenticatiorbetweena clientC anda sener S. In order
to authenticatétself, C needsaticket issuedby a Ticket Granting
Sener(TGS and,to getthisticket,anothetticketis requiredfroma
Key Distribution Center(KDC). We analyzethe simplifiedversion
consideredn [17], thatleavesout timestampingandnonces First,
C requestéromtheKDC aticketfor theTGS Then,theKDC sends
to C anewly generatedessiorkey for thecommunicatiorbetween
C andthe TGS and a ticket for the TGS (encryptedwith a sym-
metric key Kgt, sharedbetweenKDC and TGS. C decryptsthe
sessiorkey, generates so-calledauthenticatoandsendst to the
TGS togethemwith the recevedticket anda requesbf aticket for
S Cisauthenticatetb the TGS sinceC encryptgheauthenticator
underthe sessiorkey thatis containedin the ticket for the TGS
In a correspondindashion,C is authenticatedo the sener in the
further two steps. Ktg is the symmetrickey sharedbetweenTGS
andS. Kg is the sessiorkey, sharedbetweerC andS atthe com-
pletion of the protocol. Theinformal descriptionof the protocolis
reportedbelow.

1 C — KDC C, TGS

2. KbC — C o {Ksitkes {Cy Kt ker
3. cC — TGS {C}kg, {C.Ks1 }kyr: S
4 TGS — C . {KSZ}K517 {C, KSZ}KTS
S. c — S : {C}Ksza {C: KSZ}KTS

The presentversionof the protocolauthenticate€ only. A further
stepis requiredfor S'sauthenticationWe split our STA analysisof

Kerberosnto two parts,client authenticatiorand sener authenti-
cation.

5.1 Client authentication

We begin by analyzinga run that hasone participantfor each
role. The STA scriptfor this versionof the protocolis reportedin
Table3. Declarationof labels,variablesand namesare omitted.
As for the caseof Needham-Schroederotocol, we adoptinput
patternsto get a compactspecification. In fact, certaininput ac-
tions would take more thanone stepin the formal model (andin
real protocols implementationgoo). For instance the execution
of thesener’s actions1 impliesdecryptingthe secondcomponent
({zC,zKs2}KTS) underkTs; extractingthekey (zKs2); decrypting
with zKs2 thefirst componen{{zC}zKs2); gettingtheclient’s ID
therein(zC); comparingzC to the ID foundin the secondcompo-
nent. The property AuthC requiresthat for eachvalue of u and
u’, if s1?(u,u’) occursin atrace,thereis somevalue of u’’
s.t.c5! (u,u’?’) occurredat someprevious pointin thattrace.(In
general,variablesthat appearonly to the left of <--, likeu’” in
this example,areexistentially quantified.)In otherwords,thefirst



val Client = c1!(C,TGS) >>
c27({xKs1}Kc, xTkt) >>
c3!({C}xKs1,xTkt,S) >>
c4?({xKs2}xKs1,xTktS) >>
c5! ({C}xKs2,xTktS) >> stop;

val KDC = kdc1?(C,TGS) >>
kdc2! ({Ks1}Kc,{C,Ks1}KKT) >>
stop;

val TGS = t17({wC}wKs1,{wC,wKs1}KKT,S) >>
t2! ({Ks2}uKs1,{wC,Ks2}KTS) >>
stop;

val Server = s1?({zC}zKs2,{zC,zKs2}KTS) >>
stop;

val System = Client || KDC || TGS || Server;
val KERB = ([disclose!(C,C’,S)] @ System);

val AuthC = (c5!'(u,u’’) <-- s1?(u,un’));

Table 3: STA script for the Kerberosprotocol

componenbf the messageacceptedyy S at steps1 is requiredto
originatefrom theC’'s messageat stepcs. Thisimpliesthat,atthe
protocols completion,S is really talking to C, andthey agreeon
the newly establishedey too. The propertyhasbeenverified by
STA andtheresultis asfollows:

No attack was found. 307 symbolic
configurations reached.

Note that thereis no guaranteehat C and S agreeon the sec-
ond componentof their final messagesboundto xTktS and to
{zC,zKs2}KTS, respectiely: in fact, thesetwo expressionsmay
assumdlifferentvaluesin somerun of the protocol, even though
thereis agreemenonthefirst components{C}xKs2 and{zC}zKs2
respectiely. The reasonis that hereC just forwardsthe value
boundto xTktS, but cannotinspectit. Thus,while the adwersary
providesSwith theright TGSticket, xTktS mightactuallybeary-
thing different. STA pointedout this anomalywhen requiredto
verify the property (c5!u <-- s17?u), i.e. anagreemenbn the
whole final messagelt is dubiouswhetherit shouldbe regarded
asaflaw. A similaranomalyi.e., thelack of connectiorbetween
the first two component®f ¢3, is at the basisof a moreinterest-
ing attackon the sener’s authenticationas explainedin the next
Subsection.

This versionof the protocolis also subjectto a (well-known)
attackbasedon the useof compromisedsessiorkeys andtickets
— not surprisingly dueto the absencef timestampsand nonces.
This attackshavs up in casethe initial adwersarys knovledgeis
augmentedvith the compromisednformation. Herek01d is an
old sessiorkey and{C,K01d}KTS the correspondinglr GS ticket:
it is assumedhatthesetwo quantitieshave beenissuedby the TGS
at sometime in the pastandk01d hasbeensomehw disclosedo
theadwersary

val KERB = ([disclose!(C,S, K01d, {C,K01d}KTS )]

@ System) ;
When fed with this example, STA almostimmediatelyfound an

attack reportingthetrace:

disclose! (C,S,K01d,{C,K01d}KTS). c1!(C,TGS).
s17({C}K01d,{C,K014}KTS) .
The attackarisesfrom the absencef a checkon the freshnesof
the TGSticket. Traditionally, timestampsreadoptedo repairthis
flaw. However, presently timestampsare not handledwithin our
symbolicmethod.

5.2 Sewer authentication

We considemow extendingthe above protocolwith asixth step,
which lets Sauthenticatétself to C:

6. S— C: {C,Ske-

In STA, thiscorrespond$o addingonemoreactionto bothServer
andClient in thespecificatiorin Table3:

val Server = --- >> s52!{zC,S}zKs2 >> stop;
val Client - >> c67{C,S}xKs2 >> stop;

The propertyAuthServer = s2!u <-- c67u expresseshatthe
final messageacceptedy C indeedoriginatesfrom S. If so,Cisre-
ally talkingto S, andthetwo partiesagreeontheir reciprocaliden-
tities andon the sessiorkey. Whenasledto verify AuthServer,
STA found an attackafter exploring 298 symbolicconfigurations.
Therelevantattacks actionsareasfollow (the tracedoesnot con-
tain ary s2-action):

. ¢3! ({C}Ks1, xTkt,S). ---
c5! ({C}C,xTktS) .c67{C,S}C.

Note thatthe free variablesin the tracecanbe instantiatedo any
value. The point hereis that, in action c4, C acceptsarything
encryptedwith Ks1 asfirst componentof the receved message,
including {C}Ks1, issuedby C itself in ¢3. Thus,it mistalesits
own ID, C, for the new sessiorkey. Of courseC is known to the
adwersarywho can,therefore puild amessagégc, S}¢ andhandit
to C, no matterif Sis involvedin therun. Again, thisis the case
of a type flaw, which we were not aware of beforecheckingthe
property This anomalycan be repairedby simply changingin
step4 {Ke}k,, into {0,Kse}ky : theadditionof 0 avoidsmessages
with the sameformatin steps3 and4. After this adjustmentSTA
foundno additionalattack. Thewhole symbolicstate-spacef 622
configurationshasbeenexploredin about3 seconds.

Next, we considereda run of the correctedprotocol with two
seners,SandS, andaclient. Again no attackwasfoundby STA,
after exploring 7,516symbolicconfigurations.The authentication
step6 preventsthe attackdescribedn [17], basedon the adwer
sarysreplacingthelD Sin step3 with adifferentS.. In fact,in the
final step,eachsener explicitly declarests identity.

c47?({C}Ks1,xTktS) .

6. DISCUSSION

We try an assessmertf our approachpy discussingvhat we
think areits main benefitsandby contrastingour work with those
of finite-statemethodge.g.[14, 16, 17]).

6.1 Accuracy of the model

Finite-statemodel checkingof securityprotocolrelieson finite
approximationsof the actual model obtained,e.g., by imposing
somefixed typing to the adversary-generatethessage§l?7]. For
example,it might be assumedhat, at a given stage the adversary
canonly sendmessageshat fit in the format {nonce}key. The
numberof suchpossiblemessagess finite, aslong asthe number
of distinctnoncesandkeysiis finite. Thesetypingassumptionsnay
be sensibleundercertaincircumstancegsee[11]), but they cannot



Initiators | Responders| Mur ¢ STA
1 1 1706 60
2 1 17,277 411
2 2 514,550| 24,655

Table 4: Number of reachablestatesfor the correct version of
Needham-Schoederprotocol.

be establishedautomatically: it seemsthat somea priori knowl-
edgeis requiredof how the protocolworks. This makesthe whole
analysisprocesgotentiallyerrorprone.

Onthecontrary ourapproachmakesnoassumptiomntyping, or
onthe numberof messagetheadwersarymaygenerateln fact,as
aconsequencef thecompletenesegesult,the symbolicmodelthat
STA exploresmakesno approximatiorwith respecto theinfinite-
statestandardnodel.

6.2 Efficiency

Symbolicanalysisdoesnotsuffer from ary stateexplosionprob-
lem dependingon messagexchange. Corversely in finite-state
model checlers, evenif clever assumptionsnay reducethe state
spaceo explore (seee.qg.[20]), branchingfactorstill remains.For
instance,if in somestatethe adwersarycan only sendmessages
of type {nonce,nonce}key, thenatleastn x nx k transitionswill
branchfrom thatstate(beingn andk thenumberof possiblenonces
andkeys). As thenumberof participantsandconsequentlpf pos-
sible datavalues,increasesthe size of the modelis expectedto
increasedramatically

In view of theseconsiderationsSTA seemsto have somead-
vantageover finite-statemodelcheclers. Thisis reflectedon those
instance®f Needham-Schroedanalyzedhereandin [17]. Some
figureson the numberof statesarereportedin Table4. Execution
timesheasily dependon thenumberof stateshut alsoon avariety
of technologicafactors thusexactfiguresfor themarelessmean-
ingful. Indicatively, our executiontimes are from 5 to 70 times
shorterthanthosereportedn [17]. Memoryoccupatioris verywell
controlledin STA becausea depthfirst searchstratay is adopted.

It is well known that a form of state-&plosionis alsoinduced
by interleaving. However, thisis not specificto securityprotocols.
Thereexist standardechniquedo dealwith this problem,but they
have notbeenconsideredn ourimplementation.

The aspectof efficiency deseres, aryway, a comprehensie
comparisorstudy Of coursetheword ‘efficiengy’ shouldbetaken
in apracticalsensehere ratherthanin theformal senseof ‘worst-
casecompleity efficiengy’. In fact, the problemis NP-hard[19],
and pathologicalexamplescan always be exhibited, for STA like
for othertools.

6.3 Usability

The userinterface of STA is at the momentrather rudimen-
tary, thusspecifyinga protocolrequiresacertainacquaintancith
processalgebras.However, no deepunderstandin@f securityis
neededjn particular no a priori knowledgeof the protocolto an-
alyzeis required. Anotherpoint worth noticing is thatno descrip-
tion of the adwersarymustbe explicitly given, apartform its ini-
tial knowledge. For an experiencediser oncethe configurationto
be testedhasbeenchosen translatingthe informal descriptionof
the protocolinto the STA specificationtakes abouthalf an hour,
andtheneverythingis automatic.The whole specificatiorprocess
could be mademore userfriendly by developing somehigh-level
userinterfacein the samefashionasLowe’s Casper [13].

7. CONCLUDING REMARKS

We have presente®&TA, atool basedn symbolicsemanticgor
automatioverificationof securityprotocols.We havetestecdburtool
by analyzinga few propertiesof the Needham-SchroedandKer-
berosprotocols. We have thencomparedur methodsandresults
to thoseobtainedby otherauthorswith finite-statemodelchecking.

STA canbe currentlyconsideredittle morethana prototype(it
canbe downloaded[3]). Futurework includesdevelopmentof a
userfriendly interface,optimizationof datastructuresandtransla-
tion into C language.

The papers[4, 5] develop the theory underlying STA. Initial
work on symbolicanalysisis dueto Huima[10]. Symbolictech-
niguesarealsoexploitedin [2, 9], but the algorithmsthey useare
quite differentfrom ours. In particular somebruteforceinstantia-
tion of variabless still necessaryo guarante¢he completenesesf
their methods.
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