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ABSTRACT
We presentSTA (SymbolicTraceAnalyzer), a tool for theanalysis
of securityprotocols.STA reliesonsymbolictechniquesthatavoid
explicit constructionof thewhole,possiblyinfinite, state-spaceof
protocols. This resultsin accurateprotocol modeling, increased
efficiency andmoredirectformalization,whencomparedto finite-
statetechniques.We illustrate the useof STA by analyzingtwo
well-known protocols,asymmetricNeedhamSchroederandKer-
beros. We discussthe resultsof this analysis,andcontrastthem
with previouswork basedon finite-statemodelchecking.

1. INTRODUCTION
In recentyears,formal methodshave proven useful to analyze

securityprotocols,oftenrevealingpreviously unknown attacks.
Oneof themostsuccessfulapproachesis basedonmodelcheck-

ing [14, 16, 17]. Within a model checker, both the honestpar-
ticipants and the adversaryare modeledas communicatingpro-
cesses,describedin someappropriatelanguage,suchasCSP, and
the wholesystemis just theparallelcompositionof all thesepro-
cesses.A finite-stateoperationalmodelfor this systemis thenex-
plicitly generatedandexplored,to checkwhetherany insecurestate
canever bereached.Propertieslike secrecy andauthenticationcan
beanalyzedin this way. In orderto keepthemodelfinite anduse
standardmodelchecking,two simplifying requirementsareneces-
sary: (a) thereis a fixednumberof participantsand,(b) thereis a
boundon thenumberof possiblemessagestheadversarycangen-
erateat any moment. Discardingoneof thesetwo requirements
leadsto infinite models.Moreover, thechosenboundshave to be
very tight to avoid state-explosion. In general,while it is known
thatdiscardingrequirement(a) leadsto undecidabilityof protocol
analysis,even undervery mild hypotheses(seee.g. [8]), it is not
clearto whatextentrequirement(b) canberelaxed,while preserv-
ing decidabilityandeffectiveness.

In thispaper, wepresentSTA (SymbolicTraceAnalyzer), anML-
basedtool for theanalysisof securityprotocols.Whatdistinguishes
STA from finite-statemodelcheckers is its useof symbolictech-
niquesthatavoid explicit constructionof thewholestate-spaceof
theprotocol.This resultsin:

� More accurateprotocolmodels. In particular, while keep-
ing requirement(a),we discardrequirement(b). Thewhole,
possiblyinfinite, protocolmodelcanbesearchedfor attacks.

� Increasedefficiency, both in termsof memoryoccupation
�
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and execution time. In particular, state-explosion induced
by messageexchangebetweenparticipantsis avoided.

� More straightforward protocol formalization. In particu-
lar, thereis no needfor carefully craftedmessagetypesor
bounds,andno explicit descriptionof theadversarymustbe
provided.

The theoryunderlyingSTA is developedandexplainedin full de-
tail in [4, 5]. In thepresentpaper, wemainly intendto illustratethe
useof STA andthesignificanceof theabovelistedfeaturesin prac-
tice. To do so, we analyzetwo well-known protocols: the asym-
metricNeedham-Schroederprotocol[18] anda simplifiedversion
of Kerberos[12]. Examiningtheseprotocolsgivesusa chanceof
explaining the STA’s model andspecificationmethod,comment-
ing on the resultsof the analysisandcontrastingthemwith those
obtainedusingfinite-statemodelcheckers.

The restof the paperis organizedasfollows. In Section2, we
explain themodelunderlyingSTA. Thesyntaxof STA’s specifica-
tions is briefly outlined in Section3. In Sections4 and5 we re-
portour resultsof theSTA analysisof theNeedham-Schroederand
Kerberosprotocols.Section6 containsa discussiononSTA’smain
features,contrastedwith finite-statemodel-checkers. A few con-
cluding remarksanda comparisonwith relatedwork on symbolic
analysisaregivenin Section7.

2. OVERVIEW OF THE MODEL
Akin to many others(e.g., [14, 17, 16]), our formal model is

closein spirit to theDolev-Yaomodelof securityprotocols[7]. In-
formally, agentsexecutingthe protocolareviewed asconcurrent
processesthatcommunicatethroughaninsecurenetwork. It is as-
sumedthatanadversaryhastotal controlover thenetwork. Send-
ing a messagejust meanshandingthe messageto the adversary;
conversely, receiving a messagejust meansacceptingany message
amongthosetheadversarycanproduce.Theadversaryrecordsall
messagesthat transit over the network, and can producea mes-
sageby eitherreplayinganold one,or by combiningold messages
(e.g. by pairing,encryptionanddecryption)and/orby generating
freshquantities.Both thehonestagentsandtheadversaryobey the
rulesof perfectencryption(by which, e.g.,secretkeys cannotbe
guessed;see [1]).

2.1 Configurations and transition relation
As noted,a protocolis modeledasa systemof concurrentpro-

cesses.A stateof thesystemis a pair
�
s� P� , calledconfiguration.

Here, the trace s is a sequenceof I/O events(actions), and rep-
resentsthecurrentadversary’s knowledge;P is a processterm,de-
scribingtheintendedbehavior of honestparticipants.Thelanguage
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Table 1: Transition relation ( 465 )

usedfor processdescriptionis adialectof thespi-calculus[1]. The
setof all configurationsis denotedby 7 . Thedynamicsof configu-
rationsis givenby atransitionrelation 485:9;7=<>7 , thatdescribes
elementarystepsof computations.In Table1 we reportthe oper-
ationalsemanticsfor thecaseof shared-key encryption.Rulesfor
theothercryptographicprimitivescanbeeasilyadded.Rules ? INP@
and ? OUT @ concernsendingandreceiving messages,respectively.
In theserules,A representsauser-definedlabel.Labelsareattached
to I/O actionsfor easeof reference,andareusefulwhenspecifying
protocolproperties,asweshallseebelow. Sincesendingamessage
justmeanshandingthemessageto theadversary, in rule ? OUT @ , af-
ter anoutputaction A � M � is fired by a process,it is recordedin the
adversary’s currentknowledges. Conversely, receiving a message
just meansacceptingany messageamongthosetheadversarycan
produce. Therefore,in rule ? INP@ the variablex canbe replaced
by any messageM (this is the meaningof BMC xD ), nondeterminis-
tically chosenamongthosethe adversarycansynthesizefrom its
currentknowledges. Thesynthesisof a messageM from a setof
known messagesS is formalizedby a deductionrelation E . Here
is a sampleof deductionrulesdefining E (see[4]):

M F S

S � M

S � M S � k

S �G$ M % k

S �G$ M % k S � k

S � M

Basically, thefull knowledgeof theadversaryconsistsof themes-
sagesexchangedover the network plus anything that can be ob-
tainedby pairing,projection,encryptionanddecryptionof known
messages,providedtheright key is itself partof theknowledge.

Theotheroperationalrulesin Table1 governhow a processde-
cryptsamessage( H(AJILK M M�NPO yQ N R�S A), comparestwo messagesfor
equality( BM T N D A), splitsa pair ( UVA R�W

�
M � N �XM�N � x � y� R�S A) andin-

terleavedexecutionof parallelthreads(A Y Y B).
It is worthwhile to point out that thereis no needfor anexplicit

descriptionof theadversary’s behavior, asthe latter is wholly de-
terminedby its currentknowledge– the s in

�
s� P� – and by the

deductionrelation E . This is somehow in contrastwith otherpro-
posals[14, 17], wheretheadversarymustbeexplicitly described.

2.2 Properties
Given a configuration

�
s� P� anda tracesZ , we say that

�
s� P�

generatessZ if � s� P�[485]\ � sZ � PZ � for somePZ ( 465]\ is thereflex-
ive andtransitive closureof 4^5 , i.e. zeroor morestepsof 485 ).
We expresspropertiesof theprotocolin termsof thetracesit gen-
erates.In particular, we focuson correspondenceassertionsof the
kind

for every generatedtrace, if action β occurs in the

trace,thenactionα musthave occurredatsomeprevi-
ouspoint in thetrace

that is conciselywritten asα _a` β. More accurately, we allow α
andβ to containfreevariables,thatmaybe instantiatedto ground
values.Thusα _a` β actuallymeansthateveryinstanceof β mustbe
precededby the correspondinginstanceof α, for every generated
trace. We write

�
s� P�bY T α _c` β if the configuration

�
s� P� satis-

fies this requirement.This kind of assertionsis flexible enoughto
expressinterestingsecrecy andauthenticationproperties.As anex-
ample,thefinal stepof many key-establishmentprotocolsconsists
in A’s sendinga messageof theform O N Q K to B, whereN is some
authenticationinformation, and K the newly establishedkey. A
typical propertyonewantsto verify is thatany messageencrypted
with K that is acceptedby B at thefinal stepshouldactuallyorigi-
natefrom A (this ensuresB he is really talking to A, andthatK is
authentic).If wecall d S A�e f andd S A�e g thelabelsattachedto A’sand
B’s final action,respectively, thenthepropertymight beexpressed
by d S A�e f

� O xQ K �+_a`Jd S APe g
� O xQ K � , for x a variable. In practice,all

forms of authenticationin Lowe’s hierarchy[15] arecapturedby
the schemeα _c` β, except the mostdemandingonethat requires
one-to-onebijection betweenα’s andβ’s. However, our scheme
canbeeasilyadjustedto includethis strongerform.

Theschemealsopermitsexpressingsecrecy, in thestyleof [2].
To this purpose,it is convenientto fix a conventional‘absurd’ac-
tion h that is nowhereusedin agentexpressions.Thus the for-
mula hi_c` α expressesthat no instanceof action α shouldever
take place. The fact that a protocol P doesnot leak a sensible
datumd can be expressedalso by sayingthat the adversarywill
neverbecapableof synthesizingd. Thiscanbeformalizedby con-
sideringan extendedprotocol that also includesa ‘guardian’ that
canat any time pick up onemessagefrom thenetwork, P Y Ykj^? x@�l 0,
andthenrequiringthat this guardianwill never receive d, that is:�
ε � P Y Y�j^? x@�l 0�mY Tnho_c`Xj � d � , whereε is theemptytrace.

2.3 Symbolic execution
Whensynthesizingnew messages,the adversarycanapply op-

erationslike pairing,encryptiongenerationof freshnames,anar-
bitrary numberof times. Thusthe setof messagesthe adversary
cansynthesizeat any time is actuallyinfinite. Any suchmessage
canbe non-deterministicallychosenby the adversaryandsentto
a participantwilling to receive it, thereforeevery modelbasedon
Dolev andYao’s is in principle infinite. Our modelmakesno ex-
ception:in rule (INP) thesetof M s.t.s E M is alwaysinfinite, and
this makesthemodelinfinitely-branching.This canberegardedas
a stateexplosionprobleminducedby messageexchange.

To overcome this problem, STA implements a verification
methodbasedon a notionof symbolicexecution.A new transition
relation(written 485op , below) is introducedin orderto condense
theinfinitely many transitionsthatarisefrom aninput action(rule
(INP) in Table1) into a single,symbolictransition. The received
messageis now representedsimply by a freevariable,whosepos-
sible valuesaregraduallyconstrainedas the executionproceeds.
Technically, a constrainttakes the form of most general unifier
(mgu), i.e., the mostgeneralsubstitutionthat makes two expres-
sionsequal.Thesetof tracesgeneratedusingthesymbolictransi-
tion relationconstitutesthesymbolicmodelof theprotocol.Differ-
ently from thestandardmodelgivenby 4^5 , thesymbolicmodel
is finite, becauseeachinput actionjust givesrise to onesymbolic
transitionandagentscannotloop.

The rulesof thesymbolictransitionrelation 485op arereported
in [4, 5]. For aflavor of how symbolicexecutionworks,let uscon-
sideranexamplefocusingon shared-key encryption.Supposethat
agentP, afterreceiving amessage,triesdecryptionof thismessage



usingkey k; if this succeedsandy is the result, the agentchecks
whetherq y equalsb and, if so, proceedslike PZ . This is written

asP
defTrAP? x@�lkH(AJILK x M�N�O yQ k R�S B y T bD PZ , for y fresh. Let us explain

how thesymbolicexecutionproceeds,startingfrom theinitial con-
figuration

�
ε � P� . After the first input step,in the secondstepthe

decryptionH(AJILK x M�N�O yQ k R�S[ststs is resolvedby unifying x and O y Q k,
whichresultsin thesubstitutionB $ y% kC xD . In thethird step,theequal-
ity test B y T bD is in turn resolvedby unifying y andb, that results
in B bC yD . Formally,�

ε � P�u4^5op � A � x���8H(AJILK x M�N�O yQ k R�S B y T bD PZ �
4^5op � A � O yQ k ���vB y T bD PZkB $ y% kC xDw�
4^5 p � A � O bQ k ��� PZ B $ y% kC xD#B bC yDw��l

In [4, 5] themethodbasedon symbolicexecutionis provensound
andcomplete,in the sensethat every attackdetectedin the sym-
bolic model(relation 4^5op ) correspondsto someattackin thestan-
dard model (relation 4^5 ), and vice-versa. In other words, the
symbolicmodelcapturesall andonly the attacksof the standard
model. For instance,the methoddetectstype-dependentattacks,
which usuallyescapefinite-stateanalysis. In this kind of attacks,
the adversarycheatson the type of somemessages,e.g. by in-
sertinga noncewherea key is expectedaccordingto theprotocol
description.

3. STA SPECIFICATIONS
Protocolspecificationin STA follows closelythesyntaxandse-

manticsof the formal model,with a few minor differences.Con-
cerningcryptographicoperations,shared-key encryptionof x withy

is written O(x/Q y . Asymmetricencryptionis written z{x^|�}(~ y . Here,
~ y is theencryptionkey; thecorrespondingdecryptionkey is writ-
ten � y . Asymmetricencryptioncanbeusedto modelbothpublic-
key cryptography(if ~ y is publicand � y is keptprivate)anddigital
signature(if ~ y is kept privateand � y is public). Hashingof x is
written as �mz{x8| . For processsyntax,we have:

� outputactionsarewrittenas ���k� ;
� input actionsare written as ���V� . Here, � can be a generic

messagepattern,with variables. This meansinput of any
adversary-generatedmessagewhoseform matchesup � .

� sequencingof actionsis written ��� ;
� testingfor equalityof two messages� and � is written z#�����
�6| . Operationally z#�����]�6|������ means‘unify � and � , if
possible,andthenproceedlike � , otherwisestop’. Testfor
syntacticequalityof two messagesis a specialcaseof this
operation.

� parallelcompositionof � and � is written �����
� .
Therearea few moreprocessoperations(non-deterministicchoice
andafacility for generatingfreshnames),but thoselistedaboveare
enoughto illustrateourapproach.Configurationsarewrittenas z#�� �6| , where� is a list of input/outputactions,which typically pro-
videsthe adversarywith its initial knowledge. Finally, properties
arewritten like ��������� , with � and � beingactions.

It is worthwhile to notethat, in the formal model,an input pat-
terncanberenderedasaninput actionfollowedby anappropriate
sequenceof decryptionsand/orequalitytests.For example,recep-
tion of a pieceof informationencryptedwith ~ y (i.e., receptionof
anything thatcanbecorrectlydecryptedusingthekey � y ) is writ-
ten in the formal modelas AP? y@�l H(AVItK y M�NPO xQ�� K R�S P. In STA, this
canbesimplywrittenas ���+z{�^|�}(~ y ����� .

4. EXAMPLE: NEEDHAM-SCHROEDER
We considerhere two versionsof the asymmetricNeedham-

Schroederprotocol.Thefirst oneis a simplifiedversion(thesame
considerede.g. in [14, 17]), that leavesout the initial stepsneces-
saryto distributetheparticipants’public keys. Thesecondversion
considersthesestepstoo. The extendedversionis interestingbe-
causeit exhibits a type-dependentflaw (which was well-known,
though).

4.1 BasicNeedham-Schroeder
Below, we give the informal descriptionof theprotocol. A acts

asthe initiator andB asthe responder. The notation O X QX� KY de-
notesencryptionof X with the public key of Y. As the protocol
begins, � KA and � KB areassumedto be alreadyknown by any
participant.

1 l A 465 B : O NA � A QX� KB (NA freshnonce)
2 l B 465 A : O NA � NB Q � KA (NB freshnonce)
3 l A 465 B : O NBQJ� KB

Thereis a well-known attackon this protocol(see[14]) in caseA
may alsorun the protocolwith a maliciousinsider I , i.e. a prin-
cipal that hasdisclosedits keys to the adversary. In Table2 we
give thecompleteSTA scriptfor theabove versionof theprotocol.
(By convention,namesbegin by a capitalletter, variablesbegin by
oneof letters � , � , � , � or � ; therestarelabels.Thenameof each
variableis meantto remindits expectedvalue.)  J¡�� playstherole
of A andconsistsof two parallelthreads,onefor talking to B and
onefor talking to I . In both threads, J¡�� sendsa noncechallenge
andthenexpectsapairof encryptednoncesin response,thefirst of
whichmustbetheone  J¡�� previouslyissued.Thethird stepof both
thesethreadsconsistsin sendingout the secondnonce,encrypted
with theresponder’s public key.  J¡�� usestwo differentnonces( ���
and �m¢{� ) for its two threads. £P¤V� playsa role somehow specular
to  J¡�� ’s first thread.The insider I is not explicitly described,be-
causeits role is implicitly impersonatedby the adversary, which
knows I ’s keys. In otherwords,thebehavior of I is subsumedby
the behavior of the adversary. Thus,the whole systemis the par-
allel compositionof initiator andresponder, (  J¡��¥���c£P¤��6|§¦ The
initial configuration, �/¨ , consistsof a list containingone action
plus thesystem.The ©/����ª�«�¬���¤m� actionsuppliestheenvironment
with theappropriateinitial knowledge:identitiesof theparticipants
( ��­#��­®  ), public keys of A ( ~ y � ) andB ( ~ y � ), andthe ‘seed’

y   to
synthesizeboththepublic( ~ y   ) andtheprivate( � y   ) key of I . The
property ����¯�°���¯P¬J� meansthatanymessageacceptedby B at step
3 shouldindeedoriginatefrom A, sinceA is supposedlythe only
initiator: this meansthatB is really talking to A. ����¯�°���¯P¬�� canbe
explainedsimilarly.

When requiredto checkwhether �P¨ satisfies����¯�°���¯P¬V� , STA
finds a trace of �/¨ , reportedbelow, that violates the property
����¯�°���¯P¬V� . The adversary, which interceptsall messages,re-uses
thenonce�m¢{� (issuedby A wheninteractingwith I ) whenimper-
sonatingtheroleof A talkingto B. Then,theadversaryinducesA to
decryptmessagez#�m¢{��­#���6|�}(~ y � , thusgetting ��� (actions�v¢L± and
�+¢t² ). This attackwasfoundafterexamining26 symbolicconfigu-
rations,which took slightly morethanhalf a second.(This andthe
following exampleswererunona PCwith a350MHz PentiumIII
and64Mb RAM.) Theactualoutputof STA is given below. Note
thatthesymbolicexecutioncauses����� to beinstantiatedto �m¢{� .
��¡��V¯�¯P��ªX³��/����´P¬J��¡�©mµ
©P����ª�«�¬���¤m��z y  v­t~ y ��­t~ y �m­#��­#�m­® �|§¦n�+¢!¶·��z#�m¢{��­{�^|�}X~ y  +¦
�/¶§��z#����­{�^|�}X~ y �¸¦º¹»¶J�+z
�m¢{��­{�8|�}X~ y �m¦;¹/±���z#�m¢{��­#���6|�}(~ y �m¦
�v¢L±��+z#��¢{��­#���^|�}X~ y ��¦¼�+¢{²m��z#���^|�}X~ y  v¦½¹�²��+z#���^|�}X~ y �m¦

±�¾��J�J¿/¹/¬�«���ªiª�¬V¡�´P�VÀ���ÁP�V¯/��¬V¡8�ÂÁ�¤���ªJ°P¤�©�¦



zLÃ� J¡8�V¯P����¯P¬�Á��J¡�©Â£P¤P�XÄ/¬V¡�©�¤�ÁrÃP|
Å ��«i J¡���Æi�8¶§��z
����­{�^|�}X~ y �Ç���È��±��+z#����­{�����^|�}X~ y �Ç���

��²m��z#�����6|�}(~ y �Ç�����J¯P¬VÄ
���
�+¢!¶§�Vz#�m¢{��­#�^|�}X~ y  ������+¢L±��vz#�m¢{��­#���8 P|�}(~ y �Ç���
�+¢t²m�Vz{���8 P|�}X~ y  i���Â�V¯P¬VÄmÉ

Å ��«�£P¤��iÆÈ¹»¶J�+z#������­{�8|�}X~ y �Ç����¹/±���z{������­#���^|�}X~ y �r���
¹P²��+z
���6|�}X~ y �r���i�V¯�¬VÄmÉ

zLÃ�Ê�°P¤��X¡8�V¯/����«�ª�¬V¡�´/�JÀ���ÁP��¯P��¬V¡ËÃP|
Å ��«��/¨ÌÆÍziÎÏ©P����ª�«�¬���¤m��z y  v­t~ y ��­t~ y �m­#��­#�m­® �|iÐ� z® X¡��¥���Ñ£�¤��6|�|ËÉ
zLÃ���ÁP¬VÄm¦Ò¶·µÓ�����Âª�¬�Á�Á�¤PªV¯P«V���V��¯�°P¤V¡�¯/��ª��V¯�¤�©�¯P¬��rÃ�|
Å ��«È����¯�°���¯P¬V��ÆÔz½��²m����������¹�²��V�6|·É
zLÃ���ÁP¬VÄm¦t±�µÕ�r���Âª�¬�Á�Á�¤PªV¯P«V���V��¯�°P¤V¡�¯/��ª��V¯�¤�©�¯P¬���Ã�|
Å ��«È����¯�°���¯P¬���ÆÔzÏ¹/±�������������±��V�6|·É

Table2: STA script for NeedhamSchroederprotocol

After repairingthe flaw assuggestedin [14], i.e. by inserting
explicit identitiesinsideeachencryptedmessage,STA findsnoad-
ditional attack,eitheron property ����¯�°���¯P¬V� , or on ����¯�°���¯�¬�� . In
both cases,the exploration reachedall the 60 configurationsthat
constitutethe completesymbolicstate-spaceof the protocol,and
thistookagainslightly morethanhalf asecond.Wealsotriedother
instancesof theprotocol(seeTable4), without findingany attack.

4.2 A type flaw
We now consider a more accurate version of Needham-

Schroeder, in which bothA andB alsocommunicatewith a trusted
server S to get a signedcertificateof the otherparty’s public key.
Below, SigY ? X @ denotesX digitally signedby agentY.

1 l A 4^5 S: B
2 l S 485 A : SigS ?�� KB � B@
3 l A 4^5 B : O NA � A QX� KB (NA freshnonce)
4 l B 4^5 S: A
5 l S 485 B : SigS ?�� KA � A@
6 l B 4^5 A : O NA � NB � B Q � KA (NB freshnonce)
7 l A 4^5 B : O NB QX� KB

This example is interestingbecauseit exhibits a type-dependent
flaw. This kind of flaws is normallynot detectedusingtraditional
finite-statetechniques,unlessthe specificationis tailoredtowards
finding specific,hence,a priori known bugs(see,e.g.,[6]).

Weanalyzetwo parallelrunsof theprotocol:A actsasresponder
andasinitiator, respectively, while B actsonly asresponder. The
interactionof S with A andB canbe interleaved. This versionof
the protocolcanbe specifiedin STA by modifying the scriptsfor
thepreviousexample.E.g.,thespecificationof theresponderB is:

Å ��«�£P¤��iÆÖ¹6¶J�+z{������­{�^|�}(~ y �Ç����¹/±��
�����
¹P²��vz{��Ä�³P��­{�^|�}X~�¨��VÀP¨�����¹�×m��z{������­#���m­#�^|�}»z{��Ä�³P�^|����
¹/Ø��vz#���6|�}(~ y �Ç���i�V¯�¬VÄmÉ

Note that, in action ¹P² , £�¤�� implicitly uses ��¨��VÀP¨ asa verifi-
cation key for messagessignedby ¨ (the signingkey is ~�¨��VÀ�¨ ).
We asked STA to checkthe property ��Ø��k��������¹/Ø��V� , being ��Ø
the label of  J¡�� ’s final action(whenactingasan initiator). Such
propertyguaranteesthe initiator A is correctlyauthenticatedto B.
After searching16,275configurations,STA founda traceviolating
theproperty, reportedbelow. In this trace,  J¡�� is involved in two
parallelruns.In thefirst of theseruns,whereA actsastheinitiator,
theadversarygetsthe ¹�× messagez{������­#���m­
�6|�}X~ y � . In thesecond
run,whereA actsastheresponder, theadversaryreplaysthis mes-
sageto A (action �v¢!¶ ). A interpretsthe pair ( ���m­#� ) asan agent’s

nameandsendsit to theserver ( �v¢L± ). Theadversarycanthenin-
tercept( ���m­#� ) andreply thenonce��� to thenoncechallenge( ¹/Ø ).
Notethat in thetracebelow thevariable ����� canbeinstantiatedto
any value.

©/����ª�«�¬���¤���z{��­#��­L��¨��VÀ�¨+­t~ y ��­t~ y �6|·¦]�8¶§�k�¸¦Ù¹»¶J�+z{������­{�^|�}X~ y �¸¦
¹/±��k�m¦L�v¢!¶X���m¦Ú�v¢L±��Vzt~ y ��­#�^|�}X~�¨��VÀP¨�¦½¹P²��+z{~ y ��­{�8|�}X~�¨��JÀP¨�¦
¹�×¸�Vz{������­
���m­#�6|�}X~ y �m¦¼�/¶J�J�¸¦=��±���z{~ y �m­#�^|�}X~�¨��JÀP¨�¦
�+¢!¶X�+z{������­#���m­#�^|�}X~ y ��¦o�+¢L±���z#���m­
�6|§¦Û¹/Ø��vz#���6|�}(~ y �

Thisattackcanbepreventedby simplychangingO NA � A QX� KB in
step3 of theprotocolinto O NA �t? R Ü � A@LQ � KB, for R Ü anarbitrarytag
indicatingits intendedtype.Thistagavoidsany confusionbetween
messagesin step3 and6 of differentruns.

5. EXAMPLE 2: KERBEROS
Kerberos[12] is aprotocolbasedonshared-key cryptographyfor

mutualauthenticationbetweena client C anda server S. In order
to authenticateitself, C needsa ticket issuedby a Ticket Granting
Server(TGS) and,to getthisticket,anotherticket is requiredfrom a
Key DistributionCenter(KDC). We analyzethesimplifiedversion
consideredin [17], thatleavesout timestampingandnonces.First,
C requestsfrom theKDC aticket for theTGS. Then,theKDC sends
toC anewly generatedsessionkey for thecommunicationbetween
C andthe TGS, anda ticket for the TGS(encryptedwith a sym-
metric key KKT, sharedbetweenKDC andTGS). C decryptsthe
sessionkey, generatesa so-calledauthenticatorandsendsit to the
TGS, togetherwith thereceivedticket anda requestof a ticket for
S. C is authenticatedto theTGS, sinceC encryptstheauthenticator
underthe sessionkey that is containedin the ticket for the TGS.
In a correspondingfashion,C is authenticatedto the server in the
further two steps.KTS is the symmetrickey sharedbetweenTGS
andS. Ks2 is thesessionkey, sharedbetweenC andSat thecom-
pletionof theprotocol.Theinformal descriptionof theprotocolis
reportedbelow.

1 l C 4^5 KDC : C � TGS
2 l KDC 4^5 C : O Ks1 Q Kc �JO C � Ks1 Q KKT

3 l C 4^5 TGS : O C Q Ks1 �JO C � Ks1 Q KKT � S
4 l TGS 4^5 C : O Ks2 Q Ks1 �JO C � Ks2 Q KTS

5 l C 4^5 S : O C Q Ks2 �JO C � Ks2 Q KTS

Thepresentversionof theprotocolauthenticatesC only. A further
stepis requiredfor S’sauthentication.Wesplit ourSTA analysisof
Kerberosinto two parts,client authenticationandserver authenti-
cation.

5.1 Client authentication
We begin by analyzinga run that hasoneparticipantfor each

role. TheSTA script for this versionof theprotocolis reportedin
Table3. Declarationsof labels,variablesandnamesareomitted.
As for the caseof Needham-Schroederprotocol, we adoptinput
patternsto get a compactspecification. In fact, certaininput ac-
tions would take morethanonestepin the formal model (andin
real protocol’s implementationstoo). For instance,the execution
of theserver’s action �/¶ impliesdecryptingthesecondcomponent
( O(��Ý�­{� y ��±�Q y ÊP¨ ) under

y ÊP¨ ; extractingthekey ( � y ��± ); decrypting
with � y ��± thefirst component( O(��ÝPQ(� y ��± ); gettingtheclient’s ID
therein( ��Ý ); comparing��Ý to the ID found in thesecondcompo-
nent. The property ����¯�°PÝ requiresthat for eachvalue of � and
�m¢ , if �P¶J�+z#�m­
�m¢Ò| occursin a trace, thereis somevalue of �m¢�¢
s.t. ª�Ø���z#�m­
�m¢�¢Ò| occurredat somepreviouspoint in thattrace.(In
general,variablesthat appearonly to the left of ����� , like �m¢�¢ in
this example,areexistentiallyquantified.)In otherwords,thefirst



Å ��«ÈÝ�«���¤�¡�¯�Æiª/¶§�VztÝ�­{Ê�Þ�¨/|Â���
ª�±��vz®OX� y �/¶VQ y ªv­=��Ê�³P¯8|����
ª�²m�Vz®OJÝ�QX� y �/¶»­{��ÊV³P¯�­L¨/|i���
ªV×P�vz®OX� y ��±�Q(� y �/¶6­{��Ê�³P¯�¨/|����
ª�Ø��Vz®OJÝ�QX� y ��±+­{��ÊV³P¯P¨/|i�����V¯�¬VÄmÉ

Å ��« y�ß Ý Æ�³P©/ªP¶J�+ztÝ�­#Ê�Þ�¨/|Â���
³P©/ª�±���z®O y �/¶VQ y ªv­LOJÝ�­ y �/¶VQ y�y Ê^|r���
�V¯P¬JÄmÉ

Å ��«�Ê�Þ�¨ ÆÈ¯6¶J�vz®O(��ÝPQ(� y �/¶»­®O!�PÝ�­
� y �/¶VQ y�y Ê�­®¨/|����
¯P±��Vz®O y ��±�Q!� y �/¶»­LO(�PÝ+­ y ��±�Q y ÊP¨P|r���
�V¯P¬JÄmÉ

Å ��«Â¨�¤�Á Å ¤�Á�Æi�/¶J�vz®OX��ÝPQX� y ��±+­®O(��Ý�­#� y ��±�Q y ÊP¨P|r���
�V¯P¬JÄmÉ

Å ��«Â¨��/�V¯�¤(¿ËÆÂÝ�«��V¤�¡�¯à��� y�ß Ýá���ÑÊ�Þ�¨����Ù¨�¤�Á Å ¤�Á�É
Å ��« y�â £�� ÆÔzPÎ
©P����ª�«�¬���¤m��ztÝ+­tÝ�¢�­L¨P|XÐ � ¨��/�V¯�¤(¿§|·É
Å ��«�����¯�°PÝãÆÔz®ª�Ø���z#�m­#��¢�¢Ò|Â�����i�P¶J�+z#�m­
�m¢Ò|�|·É

Table3: STA script for the Kerberosprotocol

componentof themessageacceptedby S at step �P¶ is requiredto
originatefrom theC’s messageat step ª�Ø . This impliesthat,at the
protocol’s completion,S is really talking to C, andthey agreeon
the newly establishedkey too. The propertyhasbeenverified by
STA andtheresultis asfollows:

�/¬��V¯�¯P��ªX³��/����´P¬J��¡�©m¦ä²�å�æ��V�J¿P¹/¬�«���ª
ª�¬V¡�´/�VÀ���Á���¯/��¬V¡/�iÁ�¤���ªJ°P¤�©�¦

Note that there is no guaranteethat C and S agreeon the sec-
ond componentof their final messages,boundto ��Ê�³P¯P¨ and to
O(��Ý�­#� y ��±�Q y ÊP¨ , respectively: in fact, thesetwo expressionsmay
assumedifferentvaluesin somerun of the protocol,even though
thereisagreementonthefirst components,OXÝPQ(� y ��± and OX��ÝPQX� y ��±
respectively. The reasonis that hereC just forwards the value
boundto ��Ê�³P¯�¨ , but cannotinspectit. Thus,while the adversary
providesSwith theright TGSticket, ��ÊV³P¯P¨ mightactuallybeany-
thing different. STA pointedout this anomalywhen requiredto
verify the property z®ª�Ø��k�������i�/¶X�V�6| , i.e. an agreementon the
whole final message.It is dubiouswhetherit shouldbe regarded
asa flaw. A similar anomaly, i.e., the lack of connectionbetween
the first two componentsof ª�² , is at the basisof a moreinterest-
ing attackon the server’s authentication,asexplainedin the next
Subsection.

This versionof the protocol is also subjectto a (well-known)
attackbasedon the useof compromisedsessionkeys and tickets
– not surprisingly, dueto the absenceof timestampsandnonces.
This attackshows up in casethe initial adversary’s knowledgeis
augmentedwith the compromisedinformation. Here

y/ç «�© is an
old sessionkey and OXÝ�­ y/ç «V©/Q y ÊP¨ the correspondingTGS ticket:
it is assumedthatthesetwo quantitieshavebeenissuedby theTGS
at sometime in thepastand

yPç «�© hasbeensomehow disclosedto
theadversary.
Å ��« y�â £���Æ zPÎ
©P����ª�«�¬���¤m��ztÝ+­L¨+­ y/ç «�©�­;OJÝ�­ y/ç «�©/Q y ÊP¨Ç|XÐ� ¨��P�V¯�¤X¿§|»É

When fed with this example,STA almostimmediatelyfound an

attack,reportingthetrace:

©/����ª�«�¬���¤���ztÝ�­L¨v­ y/ç «�©�­®OJÝ+­ y/ç «�©PQ y Ê/¨P|§¦]ª/¶§�VztÝ�­{Ê�Þ�¨/|§¦
�/¶J�vz®OJÝ�Q y/ç «�©�­®OXÝ�­ y/ç «�©/Q y ÊP¨/|§¦

The attackarisesfrom the absenceof a checkon the freshnessof
theTGSticket. Traditionally, timestampsareadoptedto repairthis
flaw. However, presently, timestampsarenot handledwithin our
symbolicmethod.

5.2 Server authentication
Weconsidernow extendingtheabove protocolwith asixthstep,

which letsSauthenticateitself to C:

6 l S 4^5 C : O C � SQ Ks2 l
In STA, thiscorrespondsto addingonemoreactionto both ¨�¤�Á Å ¤�Á
and Ý�«���¤�¡�¯ in thespecificationin Table3:

Å ��«�¨�¤�Á Å ¤�ÁiÆ ststs ���i��±��tO(��Ý�­t¨�QX� y ��±����i�V¯�¬VÄmÉÅ ��«ÂÝ�«���¤�¡�¯iÆ ststs ���iª�¾���OXÝ�­L¨�QX� y ��±����i�V¯P¬JÄmÉ
Theproperty ����¯�°/¨�¤�Á Å ¤�Á�Æi��±����������iªV¾��V� expressesthat the
final messageacceptedbyC indeedoriginatesfrom S. If so,C is re-
ally talking to S, andthetwo partiesagreeon their reciprocaliden-
tities andon thesessionkey. Whenasked to verify ����¯�°/¨�¤�Á Å ¤�Á ,
STA foundanattackafterexploring 298symbolicconfigurations.
Therelevantattack’s actionsareasfollow (thetracedoesnot con-
tain any ��± -action):

ststs ª�²m��zLOJÝPQ y �/¶6­=��Ê�³P¯�­L¨P|§¦ ststs ªV×P�+z®OXÝPQ y �/¶»­#��Ê�³P¯P¨P|§¦
ª�Ø���zLOJÝPQXÝ�­{��Ê�³P¯P¨/|·¦Lª�¾���OXÝ�­L¨�QJÝm¦

Note that the free variablesin the tracecanbe instantiatedto any
value. The point here is that, in action ªJ× , C acceptsanything
encryptedwith

y �/¶ as first componentof the received message,
including OXÝPQ y �/¶ , issuedby C itself in ª�² . Thus, it mistakes its
own ID, Ý , for thenew sessionkey. Of course,Ý is known to the
adversary, whocan,therefore,build a messageOJÝ+­L¨�QXÝ andhandit
to C, no matterif S is involved in the run. Again, this is the case
of a type flaw, which we were not aware of beforecheckingthe
property. This anomalycan be repairedby simply changingin
step4 O Ks2 Q Ks1 into O 0 � Ks2 Q Ks1: theadditionof 0 avoidsmessages
with thesameformat in steps3 and4. After this adjustment,STA
foundnoadditionalattack.Thewholesymbolicstate-spaceof 622
configurationshasbeenexploredin about3 seconds.

Next, we considereda run of the correctedprotocol with two
servers,SandSZ , anda client. Again no attackwasfoundby STA,
afterexploring 7,516symbolicconfigurations.Theauthentication
step6 preventsthe attackdescribedin [17], basedon the adver-
sary’s replacingtheID S in step3 with adifferentSZ . In fact,in the
final step,eachserver explicitly declaresits identity.

6. DISCUSSION
We try an assessmentof our approach,by discussingwhat we

think areits mainbenefits,andby contrastingour work with those
of finite-statemethods(e.g.[14, 16,17]).

6.1 Accuracy of the model
Finite-statemodelcheckingof securityprotocolrelieson finite

approximationsof the actual model obtained,e.g., by imposing
somefixed typing to the adversary-generatedmessages[17]. For
example,it might beassumedthat,at a givenstage,theadversary
can only sendmessagesthat fit in the format O S M S H!KJQ�èÒKÒé . The
numberof suchpossiblemessagesis finite, aslong asthenumber
of distinctnoncesandkeys is finite. Thesetypingassumptionsmay
besensibleundercertaincircumstances(see[11]), but they cannot



Initiators Responders Mur ϕ STA
1 1 1706 60
2 1 17,277 411
2 2 514,550 24,655

Table 4: Number of reachablestatesfor the correct version of
Needham-Schroederprotocol.

be establishedautomatically: it seemsthat somea priori knowl-
edgeis requiredof how theprotocolworks. This makesthewhole
analysisprocesspotentiallyerror-prone.

Onthecontrary, ourapproachmakesnoassumptionontyping,or
on thenumberof messagestheadversarymaygenerate.In fact,as
a consequenceof thecompletenessresult,thesymbolicmodelthat
STA exploresmakesno approximationwith respectto theinfinite-
statestandardmodel.

6.2 Efficiency
Symbolicanalysisdoesnotsuffer from any stateexplosionprob-

lem dependingon messageexchange. Conversely, in finite-state
modelcheckers, even if clever assumptionsmay reducethe state
spaceto explore(seee.g. [20]), branchingfactorstill remains.For
instance,if in somestatethe adversarycan only sendmessages
of type O S M S H(K�ê S M S H!KJQ�èÒKÒé , thenat leastn < n < k transitionswill
branchfrom thatstate(beingn andk thenumberof possiblenonces
andkeys). As thenumberof participants,andconsequentlyof pos-
sible datavalues,increases,the size of the model is expectedto
increasedramatically.

In view of theseconsiderations,STA seemsto have somead-
vantageover finite-statemodelcheckers.This is reflectedon those
instancesof Needham-Schroederanalyzedhereandin [17]. Some
figureson thenumberof statesarereportedin Table4. Execution
timesheavily dependon thenumberof states,but alsoon a variety
of technologicalfactors,thusexactfiguresfor themarelessmean-
ingful. Indicatively, our executiontimes are from 5 to 70 times
shorterthanthosereportedin [17]. Memoryoccupationisverywell
controlledin STA becausea depthfirst searchstrategy is adopted.

It is well known that a form of state-explosion is also induced
by interleaving. However, this is not specificto securityprotocols.
Thereexist standardtechniquesto dealwith this problem,but they
have not beenconsideredin our implementation.

The aspectof efficiency deserves, anyway, a comprehensive
comparisonstudy. Of course,theword‘efficiency’ shouldbetaken
in a practicalsense,here,ratherthanin theformal senseof ‘worst-
casecomplexity efficiency’. In fact, theproblemis NP-hard[19],
andpathologicalexamplescanalwaysbe exhibited, for STA like
for othertools.

6.3 Usability
The user interface of STA is at the momentrather rudimen-

tary, thusspecifyingaprotocolrequiresacertainacquaintancewith
processalgebras.However, no deepunderstandingof securityis
needed;in particular, no a priori knowledgeof theprotocolto an-
alyzeis required.Anotherpoint worth noticing is thatno descrip-
tion of the adversarymustbe explicitly given, apartform its ini-
tial knowledge.For anexperienceduser, oncetheconfigurationto
be testedhasbeenchosen,translatingthe informal descriptionof
the protocol into the STA specificationtakes abouthalf an hour,
andtheneverythingis automatic.Thewholespecificationprocess
could be mademoreuser-friendly by developingsomehigh-level
userinterfacein thesamefashionasLowe’s ëvAJI!U�K W [13].

7. CONCLUDING REMARKS

We have presentedSTA, a tool basedon symbolicsemanticsfor
automaticverificationof securityprotocols.Wehavetestedourtool
by analyzinga few propertiesof theNeedham-SchroederandKer-
berosprotocols.We have thencomparedour methodsandresults
to thoseobtainedby otherauthorswith finite-statemodelchecking.

STA canbecurrentlyconsideredlittle morethana prototype(it
canbe downloaded[3]). Futurework includesdevelopmentof a
user-friendly interface,optimizationof datastructuresandtransla-
tion into C language.

The papers[4, 5] develop the theory underlying STA. Initial
work on symbolicanalysisis dueto Huima [10]. Symbolictech-
niquesarealsoexploited in [2, 9], but thealgorithmsthey useare
quitedifferentfrom ours. In particular, somebruteforceinstantia-
tion of variablesis still necessaryto guaranteethecompletenessof
their methods.
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