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Itcoin user’s graph analysis




Graph models

Different models possible for the same blockchain data

e Address graph: nodes are addresses, edges are payments between them

Users graph: nodes are addresses clusters, edges are payments between the addresses inside
the clusters

e Simple Transactions graph: nodes are transactions, edges indicate outputs used as inputs
between transactions

e Addresses-Transactions graph: bipartite, nodes are either addresses or transactions, edges are
payments between a transaction to an address or vice versa

All multigraphs



Graph models

Trustful Transactions Graphs
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Graph models

Trustful Transactions Graphs
Percentage of TTGs containing at least one cluster of three considered betting services.
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Users Graph

Weighted directed multigraph
E.g. until 2017-08-10 18:03 GMT

e 293,798,168 Addresses
e 245,410,081 Transactions
e 139,962,731 Nodes

e 666,229,139 Edges (354,715,071 unique, non self loops)

E.g. until 2015-12-23 09:40:52 GMT

113,221,083 Addresses
99,602,440 Transactions
46,144,246 Nodes
294,705,549 Edges



Users Graph

Densification, distance analysis, degree distribution, clustering coefficient and several centrality
measures
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Users Graph

Densification, distance analysis, degree distribution, clustering coefficient and several centrality

measures
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Rich Get Richer
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Rich get Richer:

The richest users at time t are richer than the richest

users at time t'<t
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Rich get Richer:

The richest users at time t are richer than the richest

users at time t'<t
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Rich get Richer:

The richest users at time t are richer than the richest

users at time t'<t
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Rich get Richer:

The richest users at a certain time t tend to remain the
richest at time t'>t
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Rich get Richer:

The richness gets more concentrated with the

progression of time
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Rich get Richer:

The richness gets more concentrated with the

progression of time
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Rich get Richer:

The richness gets more concentrated with the
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Rich get Richer:

The richness gets more concentrated with the
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Rich get Richer:

The richness gets more concentrated with the

progression of time
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Rich get Richer:

Gini coefficient

o QZZ 1 1T

n+1

g

=1%i

n

0.985

0.98 ¢
0975 ¢
0.97 ¢
0.965 ¢
096 ¢
0.955 ¢
095 ¢
0.945 ¢

0.94

Gini coefficient for b —— |

4

6 8 10 12 14 16 18 20
time



Small World Anomalies




Indegree Distribution
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Indegree Distribution
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Detecting Patterns




An Interesting transaction

35dead89c059e846e2013
a06a/0cd84a/ha0f80da/
/41c283dbefdd/3e0a7319

13hEbRAWGLCDNKDREPyf6iwiwM3q4EwWbLTF [D.0223742 BTC - Output) »

1G8zjUzeZBiJpeC. ..
14bFbRFJIOXZTPG..
1C3NNQEYTQa70. ..

1DhFR2vREWITEV...
14B3GFdtBZagxaNp. ..

TMAVESdcd3vOmaE. ..

19VAITPAYUPTTLx. ..
1435ikKpjzwhBy5Z. ..
12ZyGLI2ps2Agpy6. ..
1PxBSHEZ3ELyZ4. ..
1KseGadiZnuFoHo. ..
1JadeSJWivCuUMA ...

TJALLENNSSAy4F ..

{Jay_Pal ) - {Unspent)

. {jaronm &) - (Unspent)

[Jambo @) - |Spent)
{jarly &) - (Unspent)
{jarekb &) - (Unspent)
[Jameson i) - [Unspent)
{jaredk @) - (Unspent)
[Jan &) - (Unspent)
{jak0b &) - (Unspent)
{jake262144 &) - (Unspent)
{jalidi &) - (Unspent)
[Jade- &) - {Unspent)
{jallen @) - (Unspent)

1GsNNdH] Y FSf5mBgHRwaJe3zLEYiMcHYTA - [Spent)

1BoKdracZc2yFpX...

1EPY398Xk6cogP...
19CkgAza7BHFTU...
1jackkHHCLtxryJF...
17tgSDHshYLthDw....
1CXwyYjrcOVockS. ..
16jVoTVTQdZ4Ap. ..

1FzcqruNwbXgkDk. ..
IMZVFAIVZmYTP...
1BSGbFg4GBr3uck. ..
1aombYbEygoW4u...
1FKN3XYsvuNdd2t. ..
1DbQYVpXSVEBTG...

1CmUQscBTrByVi...
19e3fcol TuBYVFA. ..

1LhifrdmgS63mZxY ...

(jakers1976 &) - (Unspent)
{jabberwok & - (Unspent)
(jackjack &) - [Unspent)
{jackmaninov &) - (Unspent)
|jacoder &) - (Unspent)
{jacroe @) - {Unspent)
(iziHost.th ) - {Unspent)
{ixne ) - (Unspent)
[Ixipixi &) - [Unspent)
[JAZT &) - [Unspent)
[lyeman &) - |Unspent)

[J. &) - (Unspent)
(itsybitsy &) - {Unspent)
[itemine &) - (Unspent)
(Wicad) - (Unspent)
{hvanish &) - (Unspent)

Lnspent

0.DDDD1 BTC
0.00001 BTC
0.00DD1 BTC
0.00D01 BTC
0.DDDD1 BTC
0.00001 BTC
0.00D21 BTC
D.0DDD1 BTC
0.0D0D0Y BTC
D.00001 BTC
0.0DD01 BTC
0.0DDD1 BTC
0.00001 BTC
D.0212558 BTC
0.0DD01 BTC
0.0DDD1 BTC
D.0DDD1 BTC
0.00001 BTC
0.00001 BTC
0.00D21 BTC
0.00DD1 BTC
0.0DDD1 BTC
0.00001 BTC
0.00D21 BTC
0.00001 BTC
0.00DD1 BTC
0.00001 BTC
D.0DDD1 BTC
0.00DD1 BTC
D.0DDDT BTC




An Interesting transaction

35dead89c059e846e2013
a06a/0cd84a/ha0f80da/
/41c283dbefd5/3e0a/319

1G8zjUzeZBiJpeC. ..

14bFERFJCXZTPG. .

1C3NNQEYTQa70. ..
1DhFR2vREWITBV...

14B3GFdtBZgxgNp...

TMAVESdcd3vOmaE. ..

19VAITPAYUPTTLx. ..
1435ikKpjzwhBy5Z. ..
12ZyGLI2ps2AgpyE. ..

1PxBSHEZ3EDyZ4. ..
1KseGadiZnuFoHo...
1JadeSJWHvCUMA ..

{Jay_Pal &) - (Unspent)
{jaronm &) - {Unspent)
[Jambo @) - |Spent)
{jarly &) - (Unspent)
{jarekb &) - (Unspent)
[Jameson i) - (Unspent)
(jaredk &) - {Unspent)
[Jan &) - (Unspent)
{jakDb ) - (Unspent)
{jake262144 &) - (Unspent)
{jalidi &) - [Unspent)
[Jade- &) - (Unspent)

1GsNNdHjY FSSmBgHRwale3zLEYiMcHYTA - (Spent)

D.DDDD1 BTC
0.00001 BTC
0.00001 BTC
D.00D01 BTC
0.00D01 BTC
0.00001 BTC
D.D0D01 BTC
D.0DD01 BTC
0.DDD01 BTC
D.0DD01 BTC
D.0DD01 BTC
0.0D001 BTC

13hEbRIWGLCDNKDREPyf6jwiwM3g4EWDLTF (0.0525742 BTC - Output) »

1EPY398XkEcogP. ..
190kgAza7BHFTU...
ljackkHHCLtxryJF. ..
17tgSDHshYLthDw..
1CXwyYjrcOVocks. ..
16{VoTV]TOdZ4Ap. ..
1FzcgruNwbXgkDk. ...
IMZVFAIVZmYTP...

1BSGbFg4GBruck. ..

1aombYbEygoW4u...
TFKN3XYsvuNdd2t. ..
1DbQYVpXSVEBTG...
1CmUCscB7rByVi...
19e3fcol TUBYVFA. ..
1LhifrdmgS63mZxY . ..

{jabberwok & - (Unspent)
(jackjack ) - {Unspent)
{jackmaninov 7] - (Unspent)
- {Unspent)

- [Unspent)
(iziHost.th ) - {Unspent)
(ixne &) - (Unspent)
(Ixipixi &) - {Unspent)
[JAZT &) - [Unspent)
[lyeman &) - |Unspent)
{J. @) - (Unspent)
(itsybitsy &) - {Unspent)
[itemine &) - (Unspent)

(lvica @) - (Unspent)
(lwvanish &) - (Unspent)

D.0DDD1 BTC
0.00D01 BTC
0.0DD01 BTC
D.00001 BTC
D.0DD01 BTC
0.00001 BTC
0.D0DD1 BTC
0.00001 BTC
0.00001 BTC
D.000D01 BTC
0.00D01 BTC
0.00001 BTC
D.00D01 BTC
0.00001 BTC
0.00D01 BTC
LLODDOY BT



An Interesting transaction

35dead89c059e846e2013
a06a/0cd84a/ha0f80da/
/41c283dbefd5/3e0a/319

13hEbRIWGLCDNKDREPyf6jwiwM3g4EWDLTF (0.0525742 BTC - Output)

Fee 0.0007184 BTC

41.8% of the total value actually spent

1G8zjUzeZBidpeC. ..

14bFbRFJCXZTPG. .

1C3NNQEYTQaT0. ..

1DhFR2vREWITEBY...
14B3GFdtBZgxgNp...

TMAVKSdcd3vOma. .

19VAITPAYUPTTLx. ..
143SikKpjzwhBy5Z. ..
12ZyGLI2ps2AgpyE. ..
1PxBSHEZ3EbyZ4. ..

1KseGadiZnuFoHo. ..
1JadeSJWHvCUMA ..

{Jay_Pal &) - (Unspent)
{jaronm 7] - (Unspent)
[Jambo &) - (Spent)
{jarly &) - (Unspent)
{jarekb &) - (Unspent)
[Jameson i) - (Unspent)
(jaredk &) - {Unspent)
[Jan @) - (Unspent)
{jakDb ) - (Unspent)
{jake262144 &) - (Unspent)
{jalidi &) - (Unspent)
[Jade- &) - (Unspent)

1GsNNdHjY FSSmBgHRwale3zLEYiMcHYTA - (Spent)

BTC
0.00001 BTC
0.00001 BTC
D.00D01 BTC
0.00D01 BTC
0.00001 BTC
D.DDD21 BTC
D.DDDD1 BTC
0.DDD01 BTC
D.0DD01 BTC
D.0DD01 BTC
0.00001 BTC

-

1EPY398XkEcogP. ..
19CkgAza7BHFTU...
ljackkHHCLtxryJF. ..
17tgSDHshYLthDw..
1CXwyYjrcOVocks. ..
16{VoTV]TOdZ4Ap. ..

1FzcgruNwbXgkDk. ...
IMZVFAIVZmYTP...
1BSGbFg4G8r3uck. ..
1aombYbEygoW4u...
TFKN3XYsvuNdd2t. ..
1DbQYVpXSVBTG...

1CmUQCscETrByVi...
19e3fcol TuBYVFA. ..

{jabberwok &) - (Unspent)
ckjack @) - (Unspent)
maninov ) - [Unspent)
der @) - (Unspent)

= @) - (Unspent)
[iziHost.tk ) - (Unspent)
{ixne &) - (Unspent)
(Ixipixi &) - {Unspent)
[JAZT &) - (Unspent)
{lyeman &) - {Unspent)
{J. &) - (Unspent)
(itsybitsy &) - {Unspent)
{itsmine &) - {Unspent)

a i) - (Unspent)

[hic

. Ilvanish @) - (Unspent)

D.0DDD1 BTC
D.DDDDY1 BTC
BTC
BTC
BTC
BTC
BTC
BTC
D.00D1 BTC
2.000D01 BTC
D.DDDD1 BTC
0.000D1 BTC
D.00D21 BTC
D.000D1 BTC
D.DDDD1 BTC
DLODDR BT




Classification

Transaction with:

e onlyoneinput
e all outputs with same amount except for change

Generic Pseudo Spam

t = (In, Out, InAmount, Fees)
° |In|] =1
° |Out| =2 3
° | {(o, b) € Out : b = a}| £ 1, for some a € R

Chain them through change addresses



Artificial Transactions

Artificial transactions: the transaction purpose is to obtain some kind of side effect outside the
blockchain rather than to transfer value between addresses

Blind trust: GPS -chains change outputs are spent much faster than average

spending block wait 88 vs 2413



Artificial Transactions

Possible interpretations:

e Attack on users pseudonymity by increasing heuristic rules effectiveness
e UTXO spam attack (flooding attack of July 2015)

e Live spam advertising campaign through vanity addresses, e.g.
1SochiWwFFySPjQoi2biVitXn8NRPCSQC, 1Enjoy1C4bYBr3tN4sMKxvv)DqG8NkdR4Z



GPSchains pruning

le+08 ¢
le+07 |
le+06
100000 £
10000 |
1000 |
100 |

10 |

1

freq

L1l

|

RN TR B RRA] BN S AR

le+06



GPSchains pruning
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Wheels
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Chain Heuristic
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Ethereum economies



Ethereum tokens

Ethereum allows for layered economies (isolated or connected) through smart contracts.

Fungible or non fungible tokens:

fungible tokens induce fully layered economies (with fixed rules) on top of ether exchanges.
Fungible means that all tokens are identical and interchangeable (they carry no attached info).

ERC-20 standard (Ethereum Request for Comments 20)



ERC-20

function
function
function
function
function
function

function

name () public view returns (string)

symbol () public view returns (string)

decimals () public view returns (uint8)

totalSupply () public view returns (uint256)

balanceOf (address owner) public view returns (uint256 balance)
transfer (address _to, uint256 _value) public returns (bool success)

transferFrom(address from, address _to, uint256 _value) public returns

(bool success)

function

function

approve (address spender, uint256 value) public returns (bool success)

allowance (address owner, address spender) public view returns (uint256

remaining)



ERC-20 analysis

10 most popular (by number of
transactions) ERC-20 smart
contracts on the Ethereum
blockchain (until November
2021).

Token

USDT

MGC

LINK

WETH

EOS

BAT

OMG

CPCT

TRX

SHIB

Transactions

112938 770

9 088 327

4 926 783

3082172

2970 111

2732230

2527799

2229775

2084 274

1922 519

Nodes

33 364 482

724 078

3428 016

169 083

1 556 393

2 036 665

1379 525

72274

1305 033

1398 040

Edges

53 046 857
8 563 420
3164 252
126 784
1651 465
1718 097
1333777
154 101
1583 982

1255602

Multi-edges %
25

43

11.4

235

22

11

17.2

56.7

10.2

15.5

stable

wallet

oracles

Wrapped eth @
Crypto
Advertisement
Crypto

Crypto loT

Crypto TRON

Crypto Doge



ERC-20 analysis
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ERC-20 analysis

PERCENTAGE SIZE COMPONENT
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ERC-20 analysis

transfer
approve
transferfrom
deposit
withdraw
other

PERCENTAGE TYPE TRANSFER

CONTRACTS
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ERC-20 analysis

USDT earned

le74

1072 ~
105 0 SQeeeppe o0, "~ 10
1065
=z 1054
w
g 10 z
= " & 104
Q 0 o .
uz‘ 10% . E
Q 1036
o 2 2 g 10
ﬁ 105 § e . = B =
w H ¢ ® 5 27
[T) o0 & 10
< 10% L
-4
w e 18 °
10
z 10'® o g0
L]
. ® °
°
L]
%
10° 10! 102 10° 10* 10° 10° 10° 10! 102 10° 10 108 108

NODE DEGREE NODE DEGREE

o
o

o
-
STANDARD DEVIATION



ERC-20 analysis

USDT spent

SPENT TOKEN
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ERC-20 analysis

SHIB earned
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Take home message

Huge data publicly readable and ready to be analysed.

Different layers to be read on the same data.

Mining the data, not just for consensus!







